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Abstract:

Industrial communication plays an important role in industrial automation due to
trend of decentralisation of control systems. Industrial automation generally includes many
areas of engineering (HW, SW, mechanical, chemical...) therefore close cooperation between
them is necessary. But in generally all of these engineers use different descriptions and
analysing tools. Even the same areas of engineering use different description tools. This
contribution should show the reader one of the possible ways to solve this problem - using
Formal Methods. The reader is familiarized with the railway model, control elements and
communication bus. Suitable formal method is applied with the aim to check entire system.

1. System

Complete architecture of the system is shown in Figure 1.
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Fiz 1 - Architecture of the system
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System consists of 4 main parts:

1. Railway model - serves as physical interface between human and designed control
structure. Model has approximately 70 inputs and outputs including signals for
switches and fast action sensors. Detailed information is in [5].

2. Slave Station. This part of the system plays the most important rule. Slave station
ensures interface between Railway model and master stations 1 and 2. Also control
Railway model according to the desired function.

3. Master station 1 is PC with RS 422 serial interface.

4. Master station 2 is PLC linked with Slave station via conventional data bus.

Main idea of the system is to fault tolerant control of model. Therefore two Master
stations are connected via diametrically physical interfaces - serial line and conventional
parallel data bus. Inside both Master stations runs application, that ensures basic information
exchange between appropriate master and Slave station. This information exchange is based
on developed protocol FTCP (Fault Tolerant Control Protocol) that ensures correct behaviour
of the system if unexpected events are occurred.

2. Verification

System consists of hardware part (RS 422 drivers, PLC interface, Parallel data BUS,
SPI/PSI modules ...) and software part (Applications in CPUs of Slave station and Masters
stations). It is not problem to describe, design, analyse and verify electronic and software part
of the system separately but then we have no guarantee about implementation, validation and
verification of the whole system. One of the ways to solve this problem is to use the same
prototyping tool for the software and hardware part of the project.

To describe hardware part of the system by VHDL is not problem. But if we accept
above-mentioned consideration then we must use VHDL for description of software
behaviour of the elements too.

3. Communication model
Running of the system is separated into two basic phases:

1. Initialisation
2. Execution

During Initialisation phase Master station 1 or 2 tries to determine what Master station
will control the system. There are three possibilities - Master 1 or Master 2 or both control
system at the same time. During Execution phase appropriate Master station(s) controls
system. Header of message from Master Station to the Slave station is an enumerate type:

type T MFM is (STOP, INI, TAKE, HAND, JOIN, REQ, DATA);

STOP -  During Execution phase master blocks all drives. This message is prohibited
during Initialisation phase.

INI - During Execution or Initialisation phase master invokes/restarts Initialisation
phase.

TAKE - During Initialisation phase master tries to take up control. During Execution
phase this message invokes Initialisation phase.

HAND - During Initialisation phase master offers control to the second master. During
Execution phase this message invokes Initialisation phase.



JOIN -  During Initialisation phase master tries to establish join control. During
Execution phase this message invokes Initialisation phase.

REQ - During Initialisation or Execution phase master requests data from Slave
Station.

DATA - During Execution phase master sends data to the Slave station. This message
is prohibited during Initialisation phase.

Complete list of defines type is:

type T MFM is (STOP, INI, TAKE, HAND, JOIN, REQ, DATA);
type T_MTM is (ERROR, JOIN, DATA, ACK);
type T_IOSTATE is (NONE, M1M2, M2M1, M1JOIN, M2JOIN, M1CNTRL, M2CNTRL, MIM2CNTRL);
subtype T_BYTE is bit_vector (7 downto 0);
constant ACKINI: bit_vector (47 downto 0) := X"AA0000000000";
constant ACKTAKE: bit_vector (47 downto 0) := X"BB0000000000";
constant ACKHAND: bit_vector (47 downto 0) := X"CC0000000000";
constant ACKJOIN: bit_vector (47 downto 0) := X"DD0000000000";
constant ACKSTOP: bit_vector (47 downto 0) := X"EE0000000000";
constant ACKDATA: bit_vector (47 downto 0) := X"FF0000000000";
type T RFM is
record
MESSAGE: T_MFM;
DATA: bit_vector (31 downto 0);

CRC: T_BYTE;

end record;

type T RTM is

record
MESSAGE: T MTM;
DATA: bit_vector (47 downto 0);
CRC: T_BYTE;

end record;

Communication model is separated into two entities - rail (behaviour of the Slave
station) and test_rail (behaviour of the Master station).

entity rail is

port(REM1:in T RFM; -- Message from master 1
RFM2:in T_RFM; -- Message from master 2
SRTMI: out T RTM; -- Message to Master 1
SRTM2: out T RTM; -- Message to Master 2
ACTION: out bit vector (31 downto 0);  -- Action values
READ: in bit_vector (47 downto 0)); -- Measurement values

end rail ;

There is only one architecture of the entity rail:

architecture rail of rail is

signal EBM1, EBM2 : boolean := false; -- Error flag of Master 1 and 2 BUS
shared variable STATE: T IOSTATE; -- State of Slave station
shared variable L_ ACTION: bit_vector (31 downto 0);
shared variable RTM1: T RTM,; -- Temporal message to Master 1
shared variable RTM2: T RTM,; -- Temporal message to Master 2
begin
I01: process(RFM1,EBM1)  -- Process ensures information exchange between Master 1 station and Slave station
begin

if (STATE <= M2JOIN) then
RTM1.MESSAGE := ERROR;
RTM2.MESSAGE := ERROR;
L _ACTION :=X"00000000";
if (not EBM1) then
case RFM1.MESSAGE is



when INI => RTM1.MESSAGE := ACK;
RTM1.CRC := CRC(ACKINI);
RTMI1.DATA := ACKINI;
state := NONE;
when REQ => RTM1.MESSAGE := DATA;
RTM1.CRC = CRC(READ);
RTMI1.DATA := READ;
when TAKE => if (STATE = NONE or STATE = M2M1) then
state :== MICNTRL;
RTM1.MESSAGE := ACK;
RTMI1.CRC := CRC(ACKTAKE);
RTM1.DATA = ACKTAKE;
else state := NONE;

end if;
when HAND => if (STATE = NONE) then
state := M1M2;

RTM1.MESSAGE := ACK;
RTM1.CRC := CRC(ACKHAND);
RTM1.DATA := ACKHAND;
else state := NONE;
end if}
when JOIN => if (STATE = M2JOIN) then
state ;== MIM2CNTRL;
RTM1.MESSAGE = ACK;
RTM1.CRC := CRC(ACKJOIN);
RTM1.DATA := ACKJOIN;
else RTM2.MESSAGE = JOIN;
state := M1JOIN;
end if;
when others => assert true
report "Master 1 inccorect action during initialization"
severity error;

end case; --Master 1 message service
else

assert true
report "MASTER 1 BUS ERROR"
severity error;
end if; -- Branch JOIN
else
if (EBM1 ) then state := NONE;
else
case STATE is
when M1CNTRL => case RFM1.MESSAGE is
when STOP =>L_ACTION := X"00000000";
RTM1.MESSAGE = ACK;
RTM1.CRC := CRC(ACKSTOP);
RTM1.DATA := ACKSTOP;
when INI => RTM1.MESSAGE := ACK;
RTM1.CRC := CRC(ACKINI);
RTM1.DATA := ACKINI,
state := NONE;
when TAKE | HAND | JOIN => state := NONE;
when REQ => RTM1.MESSAGE = DATA;
RTM1.CRC := CRC(READ);
RTM1.DATA := READ;
when DATA =>L_ACTION := RFM1.DATA;
RTM1.MESSAGE := ACK;
RTM1.CRC := CRC(ACKDATA);
RTM1.DATA := ACKDATA;
when others => assert true
report "IMFMaster 1 - ACTION"
severity error;
end case;
when M2CNTRL => assert true
report "Master 2 has not access right."
severity error;
when MIM2CNTRL => if (RFM1.DATA = RFM2.DATA ) then



L _ACTION := RFM1.DATA,;
RTM2.MESSAGE := ACK;
RTM1.MESSAGE := ACK;
RTM2.CRC := CRC(ACKDATA);
RTM1.CRC := CRC(ACKDATA);
RTM2.DATA := ACKDATA;
RTM1.DATA := ACKDATA;
else
assert true
report "Masterl \= Master2 - ACTION"
severity note;
end if}
when others => assert true
report "incorrect STATE during ACTION"
severity failure;
end case;--State machine
end if; --ERROR decision
end if; --Main decision
end process [01;

-- process 102 definition has the same structure like IO1 and is omitted

EBM1 <= true when RFM1.CRC /= CRC(RFM1.DATA) else
false;

EBM2 <= true when RFM2.CRC /= CRC(RFM2.DATA) else
false;

ACTION <=L_ACTION;

SRTM1 <= RTMI,;

SRTM2 <= RTM2;

ST <= STATE,;

end rail;

Entity test_rail stimulate entity rail by desired signals from user-defined file. Process
of testing is out of scope of this paper; therefore a list of this entity is not included.

4. Conclusion

This paper presents a possibility how to describe software part of the communication
system by hardware description tool. The effort is returned by fact, that we can simulate and
validate whole system by one simulation tool. Of course, our communication model is only
first approximation of the reality because many things were simplified or omitted.
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