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Synchronizace mezi procesy

int  lock =0;

ULONG RTFCNDCL thL1( void *nContext ) {
while (lock);
lock = 1;
[* critical section of thread thL1 */
lock = 0;
return  0O;

}

ULONG RTFCNDCL thL2( void *nContext ) {
while (lock);
lock = 1;
[* critical section of thread thL2 */
lock = 0;
return  0O;
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Synchronizace mezi procesy

while (lock); o ____

lock = 1;

/* critical section of thread thL1 */

lock = 0;

—--»

$L75106:

$L75107:

cmp
je
jmp

mov

DWORD PTR _lock, O
SHORT $L75107
SHORT $L75106

DWORD PTR _lock, 1

# critical section of thread thL1

mov

DWORD PTR _lock, O
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Synchronizace mezi procesy

int

ULONG RTFCNDCKH thL1( void *nContext ) {
while (lotk);
lock = 1;
[* critical section
lock = 0;
return  0O;

}

ULONG RTFCNDCL thL2( void *nContext )

while (lock);

lock = 1;

[* critical section of t
lock = 0;
return

ad thL2 */

0;
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Kriticka sekce

Usek kddu, ktery pfistupuje ke sdilenému zdroji a ktery nesmi byt v
jednom okamziku vyuzivan vice nez jednim vlaknem.

Je tedy nutné zabranit procesoru opusténi kritické sekce, jakmile do
ni jednou vstoupi.

o zakazat preruseni
e pouzit semafory

e pouzit mutexy

e pouzit zamky



lock:
dd o
spin lock:
mo eax, 1
loop:
xohog eax, [lock]
test eax, eax
in= loop
ret

spin unlock:

mo eax, 0O
xohog eax, [lock]
ret
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Spinlocks

The lock wvarishle. 1 = locked, 0 = unlocked.

Jet the ELE register to 1.

Atomically swap the ELX register with
the lock wariasble.

Thiz will always =store 1 to the lock, lesawving
previous wvalue in the ELY register.

Test EAY with itself. Amohg other things, this will
set the processor's Zero Flag if EAX is 0.

If EAX i=s 0, then the lock was unlocked and

we just locked it.

COtherwise, EALX iz 1 and we didn't acdquire the lock.

Jump back to the EZCHG instruction if the Zero Flag i=
not set, the lock was locked, and we need to spin.

The lock haz been acquired, return to the calling
function.
Zet the EALE register to 0.

Atomically swap the ELX register with
the lock wariasble.

The lock has been released.

zdroj: en.wikipedia.org
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Spinlocks

Atomicka struktura umoznujici synchronizaci mezi procesy.

V podstaté nelze realizovat ve vySSich programovacich
jazycich.

Ve strojovém kodu Ize realizovat pfi pouziti atomickych
instrukci (tj. takovych, které nemohou byt pferuseny) typu
test-and-set, fetch-and-add, compare-and-swap.

Nelze v jednoulohovych RTOS.

Jednoducha implementace, ¢asté pouziti v kernelech a
driverech.
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Mutex (mutual exclusion)

Mutual exclusion — v jednom okamziku zdroj patfi pouze jednomu
tasku.

Pokud task ¢eka na zdroj chranény mutexem, ¢eka tak dlouho,
dokud zdroj nebude uvolnén. OvSem jen pokud pouzijeme k
pristupu mutex!

Pokud je task, ktery mutex vlastni, pred¢asné ukoncéen (¢imz
sdileny zdroj fadné neuvolni), jsou o tom ostatni tlohy v procesu
informovany (WAIT_ABANDONED); stav sdileného prostrfedku je
pak nekonzistentni!
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Mutex (mutual exclusion)

Pokud na vlastnictvi mutexu ¢eka vice tasku, ziska ho ten s
nejvyssi prioritou. Pokud maji tasky stejnou prioritu, ziska mutex
ten task, ktery pozadal o mutex nejdfive (tj. ¢eka nejdéle), tj. round-
robin policy.

Probléemy s mutexy:

. Vytvareni mutexu a okamzité vlastnéni mutexu (race).
. Mutex neni uvolnén a task skondcil -> deadlock.

. Blokuji ¢asti kddu (rezije).
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Mutex — Dekkersuv algoritmus

/lproces 0 chce vstoupit do kritické sekce
/lproces 1 chce vstoupit do kritické sekce

bool flag_0 = false
bool flag_1 = false
int  turn =0; /id procesu
/lint turn = 1,
process 0
flag 0 = true ;
while (flag_1) {
if (turn = 0) {

flag 0 = false ;
while (turn!'= 0) {

}
flag 0 = true ;
}
}
/I critical section
turn = 1;

flag_ 0 = false

process 1
flag 1 = true ;
while (flag_0) {
if (tun = 1) {
flag 1 = false ;
while (turn!= 1) {
}
flag_ 1 = true ;
}
}
/[ critical section
turn = 0;
flag 1 = false




out-of-order retézeni
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Mutex — problémy

e pipelining
IF | ID | EX |[MEM
i IF | ID | EX WB
t IF | ID MEM| WB
IF EX |MEM| WB
ID | EX IMEM| WB

zdroj: en.wikipedia.org
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Event — udalost
Udalosti jsou synchronizaénim prostfedkem mezi tasky IPC.
Neblokuji ¢asti kodu jako mutexy — jsou bodove.

RTOS obvykle poskytuji operace pro vytvoreni udalosti, Cekani na
udalost a signalizace udalosti.

RTOS obvykle umoziuji nastavit event jako manual-reset nebo auto-
reset a pulse nebo set.

Problemy s eventy:

. Spravny vybér eventu (manual-reset/auto-reset). Prvni uvolnény
task nastavi pfi auto-reset event na non-signaled).
. Spravna signalizace eventu (pulse/set). Pulse nastavi stav event

do signaled, uvolni vSechny Cekajici tasky a poté se sam zrusi.



